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strategic issue within the social sciences rather than merely a technical concern.
Although cybersecurity has been widely examined in technical, engineering, and
information systems domains, studies that systematically map cybersecurity
policy research from a social science perspective remain limited and fragmented
across governance, regulatory, institutional, and socio-political dimensions.
Therefore, a comprehensive synthesis is needed to better understand the
development, intellectual structure, and future directions of cybersecurity policy
scholarship within the social sciences. This study aims to map the development
of cybersecurity policy research, identify publication patterns based on
countries, institutions, sources, and publication types, and synthesize the key
determinants and social dimensions associated with cybersecurity policy. The
study employs a Systematic Literature Review and a bibliometric analysis of 70

Scopus-indexed articles published up to March 17, 2026. The findings reveal a
substantial increase in cybersecurity policy research over the past decade,
particularly in studies related to governance, regulation, and geopolitical issues,
reflecting a growing multidisciplinary orientation. The thematic synthesis and
literature analysis identify five key determinants of cybersecurity policy and
several social, political, and economic dimensions frequently associated with
cybersecurity governance. These findings are integrated into a conceptual model
developed from literature synthesis and bibliometric mapping to illustrate the
relationships among the identified determinants and associated dimensions. This
study contributes to enriching the cybersecurity policy literature from a social
science perspective and provides directions for future research and policy
development.

To cite this article: Tri P, R. A, Nurhaeni, I. D. A,, & Ansoriyah, F. (2026). Cybersecurity Policy Research in the Social
Sciences: A Systematic Literature Review and Bibliometric Analysis. Smart Society: Community Service and Empowerment
Journal, 6(2), 223-241. https://doi.org/10.58524 /smartsociety.v6i2.1275

INTRODUCTION

According to the United Nations E-Government Survey, the adoption of digital governance and
digital public services has expanded substantially across countries over the past decade, with
governments increasingly integrating digital technologies into public administration, service
delivery, and citizen engagement. This rapid expansion of digital governance has transformed the
way governments, institutions, and societies interact in the contemporary era. Alongside these
developments, cybersecurity issues have increasingly become a major concern within the social
sciences because digital systems are now closely connected to governance processes, public
administration, economic activities, and citizen participation (Veale & Brown, 2020). The growing
dependence on digital infrastructure has also encouraged broader discussions regarding the role of
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public policy, institutional resilience, and governance capacity in addressing cyber-related risks
(Carrapico & Farrand, 2020).

The increasing intensity of global cyber threats demonstrates that cybersecurity is no longer
limited to technical system protection, but has become a multidimensional governance challenge.
Cyberattacks targeting public institutions, financial systems, and digital public services continue to
increase in complexity and scale across countries. Recent global reports indicate a sustained rise in
cyber incidents, with ransomware attacks, data breaches, and attacks on critical infrastructure
becoming increasingly frequent and sophisticated. For example, the IBM Cost of a Data Breach Report
2024 reported that the global average cost of a data breach reached USD 4.88 million, the highest
level recorded to date, highlighting the growing economic and operational consequences of cyber
threats. These developments demonstrate that cybersecurity is no longer limited to technical system
protection but has become a multidimensional governance challenge (Farrand et al., 2024; Holt et al,,
2023).Recent studies also show that cybercrime and vulnerabilities in digital infrastructure generate
substantial economic, institutional, and social consequences (He, 2024; Ribeiro et al., 2025). In the
public sector, weak cybersecurity governance may reduce public trust, disrupt service delivery, and
weaken the effectiveness of digital transformation initiatives (Kosasih et al., 2025). These conditions
indicate that cybersecurity policy has become an increasingly strategic issue in ensuring the
sustainability of digital governance systems.

The urgency of cybersecurity policy studies has become even more relevant in the context of
sustainable development and digital governance transformation. Cybersecurity governance
contributes directly to the achievement of the Sustainable Development Goals (SDGs), particularly
SDG 9 and SDG 16. In relation to SDG 9, which emphasizes resilient infrastructure, innovation, and
technological development, effective cybersecurity governance helps protect critical digital
infrastructure, ensure the reliability of digital services, and support the secure adoption of emerging
technologies. Strong cybersecurity frameworks reduce vulnerabilities that may disrupt digital
innovation and economic activities, thereby strengthening the sustainability of digital
transformation initiatives. Furthermore, cybersecurity governance contributes to SDG 16, which
promotes effective, accountable, and inclusive institutions, by enhancing the security, integrity, and
reliability of digital public services. Effective cybersecurity policies support institutional resilience
against cyber threats, protect sensitive public data, strengthen public trust in government systems,
and improve the capacity of public institutions to deliver secure and accountable services. As digital
governance continues to expand, cybersecurity policy has become increasingly important for
ensuring both sustainable technological development and resilient public institutions.

The ability of governments and institutions to develop adaptive cybersecurity policies is
increasingly essential for maintaining institutional stability, protecting digital infrastructures, and
supporting sustainable public service transformation in the digital era (Mishra et al., 2022; Sterlini
et al, 2020). Consequently, cybersecurity policy discussions require broader social science
perspectives that consider governance dynamics, institutional adaptation, behavioral dimensions,
and public policy responses.

Previous studies have examined cybersecurity from various perspectives, including
cybersecurity regulation and legal frameworks (Fuster & Jasmontaite, 2020; Verhelst & Wouters,
2020), national cybersecurity governance (Baezner, 2020; Kaponig, 2020), cybersecurity behavior
and organizational compliance (Okigui et al., 2024; Saeed, 2023), cyber resilience (Shkolnyk et al.,
2025), and cybersecurity policy development (Mishra et al., 2022). In addition, several studies have
utilized bibliometric and review approaches to map cybersecurity-related research trends and
thematic developments (Barcellos-Paula et al., 2025; Ben Mamia et al.,, 2025). These studies provide
important insights into the development of cybersecurity discussions across disciplines.

However, the existing literature still demonstrates several important limitations. First, many
previous studies predominantly focus on technical, organizational, or sector-specific cybersecurity
issues rather than examining cybersecurity policy as a broader social science research domain (Lang,
2025). Second, existing bibliometric studies predominantly focus on cybersecurity research from
information technology, engineering, and information systems perspectives. For example, previous
reviews have shown that the most frequently examined themes are network security, cyber threats,
information security, technical risk mitigation, and cyber defense mechanisms, while comparatively
limited attention has been given to cybersecurity policy, governance, regulatory frameworks, and
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public administration issues (Barcellos-Paula et al.,, 2025). As a result, studies that specifically map
cybersecurity policy discussions within public policy and governance scholarship remain relatively
limited, leaving important questions regarding institutional adaptation, policy development, and
governance responses insufficiently explored. Third, prior studies have not sufficiently integrated
systematic literature synthesis and bibliometric mapping to comprehensively identify the
intellectual structure, thematic evolution, theoretical implications, and future research directions of
cybersecurity policy studies in the social sciences (Gan et al., 2022; Oliveira & Baldi, 2022). As a
result, the research landscape on cybersecurity policy remains fragmented across disciplines, with
studies differing substantially in their thematic focus, theoretical foundations, methodological
approaches, and contextual settings (Lang, 2025) Existing research is dispersed across fields such as
computer science, information systems, law, public policy, governance, and international relations,
often examining cybersecurity from isolated perspectives. Consequently, limited integration exists
among technical, institutional, regulatory, and socio-political dimensions, resulting in a fragmented
understanding of how cybersecurity policy is developed, implemented, and evaluated across
different governance contexts.

Considering these limitations, a more comprehensive synthesis is necessary to better
understand the development trajectory and research direction of cybersecurity policy studies in the
social sciences. A systematic mapping of the literature is important not only to identify dominant
themes and publication trends, but also to reveal underexplored issues within cybersecurity policy
research. Existing studies have largely concentrated on technical security measures, cyber threats,
regulatory frameworks, and national cybersecurity strategies, while comparatively less attention has
been devoted to policy agility, institutional adaptation, sociotechnical governance, and behavioral
dimensions (Afshari-Mofrad et al., 2024; Ben Mamia et al.,, 2025). These areas remain underexplored
because they require interdisciplinary perspectives that integrate governance, organizational,
technological, and social considerations, which are often examined separately across different fields
of study. Nevertheless, these issues are increasingly important in the contemporary digital
environment. Policy agility is essential for enabling governments to respond effectively to rapidly
evolving cyber threats, institutional adaptation influences the capacity of organizations and public
institutions to implement cybersecurity measures, sociotechnical governance highlights the
interaction between technological systems and governance arrangements, and behavioral
dimensions help explain how human attitudes, awareness, and compliance affect cybersecurity
outcomes. Therefore, a comprehensive mapping of the literature is needed to better understand how
these interconnected dimensions contribute to the development and effectiveness of cybersecurity
policy. Such efforts are essential for strengthening evidence-based policymaking and encouraging
interdisciplinary collaboration in addressing increasingly complex cybersecurity challenges.

Accordingly, this study aims to examine the landscape and development trajectory of
cybersecurity policy research within the social sciences and to assess its sustainability as a future
research agenda. This study also seeks to identify dominant research themes, intellectual structures,
and emerging policy discussions related to cybersecurity governance. The research questions
addressed in this study are as follows:

RQ1: Is the exploration of cybersecurity policy a subject that has potential significance for future
social science research?

RQ2: How is the current allocation of research investigations related to cybersecurity policy in
the study of social sciences?

RQ3: What are the theoretical and practical implications from the perspective of cybersecurity
policy research in the field of social sciences in the future?

This study contributes academically by strengthening discussions on cybersecurity policy
within public policy and digital governance scholarship, particularly regarding adaptive governance,
institutional resilience, and evidence-based policymaking in the digital era. Practically, the findings
are expected to support policymakers, researchers, and public institutions in developing more
adaptive and collaborative cybersecurity governance strategies. In addition, this study offers several
novel contributions compared with previous review and bibliometric studies on cybersecurity.
Existing bibliometric reviews have predominantly focused on technical cybersecurity, information
systems, business cybersecurity, or human-factor security issues, while relatively limited attention
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has been given to cybersecurity policy as a distinct area of inquiry within the social sciences. Unlike
previous studies, this research specifically examines cybersecurity policy from governance, public
policy, and institutional perspectives. Furthermore, by integrating Systematic Literature Review
(SLR) and bibliometric analysis, this study not only maps publication trends and intellectual
structures but also synthesizes key determinants, identifies broader social dimensions associated
with cybersecurity policy, and develops a conceptual model based on literature synthesis and
bibliometric evidence. These contributions provide a more comprehensive understanding of the
evolution, thematic development, and future research agenda of cybersecurity policy studies within
the social sciences.

Literature Review

In social science scholarship, cybersecurity policy is increasingly understood not merely as a
technical regulatory instrument, but as a multidimensional governance issue shaped by institutional
arrangements, political interests, and socio-digital transformations. Existing studies show that
cybersecurity policy reflects how states construct authority, coordinate actors, and manage risks
within the digital environment (Fuster & Jasmontaite, 2020; Napetvaridze & Chochia, 2019). From
the perspective of governance theory, cybersecurity policy involves complex interactions among
governments, private sectors, institutions, and society in responding to rapidly evolving cyber
threats (Kaponig, 2020; Malatji et al., 2021). This perspective positions cybersecurity governance as
part of adaptive and collaborative governance frameworks, where policy effectiveness depends not
only on legal regulation, but also on institutional coordination capacity and inter-organizational
cooperation.

The relevance of institutionalism in cybersecurity policy analysis can also be observed through
the role of state capacity and institutional adaptation in managing cyber risks. Previous studies
suggest that cybersecurity governance is closely related to digital state capacity, particularly in terms
of regulatory responsiveness, institutional resilience, policy coordination, and strategic resource
allocation (Mishra et al., 2022; Ribeiro et al., 2025). In this regard, cybersecurity policy is not simply
intended to protect digital systems, but also to strengthen the legitimacy and effectiveness of
governance institutions in the digital era. Therefore, the development of cybersecurity policy can be
understood as part of broader transformations in public policy and digital governance structures.

A number of studies further emphasize that the formation and transformation of cybersecurity
policy are strongly influenced by threat construction and political momentum. Major cyberattacks
often function as critical junctures that encourage institutional reform and redefine the role of the
state in digital security governance (Gao, 2024; Napetvaridze & Chochia, 2019). The increasing
economic and political consequences of cybercrime also shape policy priorities, national security
agendas, and public resource allocation (He, 2024; Ruvin et al.,, 2020). However, previous literature
tends to frame cyber threats predominantly through security and technical lenses, while relatively
limited attention has been given to how cyber threats are socially and politically constructed through
governance narratives, institutional discourse, and policy negotiations. As a result, cybersecurity
policy discussions often overlook broader socio-political dimensions that influence policymaking
processes.

From a socio-political perspective, cybersecurity policy effectiveness is also shaped by the
interaction between public opinion, organizational culture, and institutional compliance. Public
perceptions of cyber threats significantly influence public acceptance of stricter cybersecurity
regulations, including state intervention and surveillance mechanisms (Snider et al., 2021). At the
same time, organizational culture and institutional awareness determine how cybersecurity policies
are implemented in practice. Several studies reveal that the existence of formal cybersecurity
regulations does not automatically guarantee effective implementation because policy outcomes are
strongly influenced by resource availability, institutional commitment, awareness levels, and
compliance cultures (Norris et al., 2018; Okigui et al., 2024; Wadesango & Maveneka, 2025). This
indicates that cybersecurity policy effectiveness should be understood as a socio-institutional
process involving interactions among governance capacity, organizational behavior, and public
legitimacy, rather than merely as the implementation of normative regulatory frameworks.

The challenges of cybersecurity governance become more complex in developing countries,
where institutional capacity, technological infrastructure, and resource availability are often uneven.
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For example, studies in Indonesia highlight challenges related to fragmented institutional
coordination, regulatory uncertainty, and limited cybersecurity capacity in supporting digital
governance initiatives (Imran et al., 2024). Similarly, research in South Africa identifies difficulties in
implementing cybersecurity policies due to resource constraints, uneven technological readiness,
and institutional limitations across critical sectors (Malatji et al., 2021). These challenges illustrate
how gaps in institutional capacity and cybersecurity preparedness may hinder the effective
implementation of cybersecurity policies, reduce organizational resilience, and increase
vulnerability to evolving cyber threats. Therefore, cybersecurity policy discussions require
contextual perspectives that consider differences in governance capacity, institutional maturity, and
socio-political conditions across countries.

Several studies indicate that developing countries frequently face difficulties in implementing
adaptive cybersecurity policies due to limited technical expertise, fragmented institutional
coordination, financial constraints, and dependence on external technologies (Imran et al., 2024;
Malatji et al., 2021). In addition, the rapid expansion of digital public services in many developing
countries is not always accompanied by adequate cybersecurity readiness and governance
mechanisms. This condition creates vulnerabilities that may weaken public trust and reduce the
effectiveness of digital transformation initiatives. Therefore, cybersecurity policy discussions require
contextual perspectives that consider differences in governance capacity, institutional maturity, and
socio-political conditions across countries.

Furthermore, cybersecurity policy develops within broader contexts of global
interdependence and international political dynamics. Regional cooperation, public-private
partnerships, and cross-border institutional collaboration have become increasingly important in
strengthening cyber resilience and collective digital security governance (Baezner, 2020; Kaponig,
2020). Cybersecurity issues are also closely associated with geopolitical competition, technological
sovereignty, and strategic contestation among states (Farrand et al, 2024; Gorka, 2022).
Consequently, cybersecurity policy can be understood not only as a technical or administrative policy
domain, but also as an evolving arena of governance where political interests, institutional
adaptation, global cooperation, and digital power relations continuously interact. From this
perspective, cybersecurity governance represents an integral component of contemporary digital
governance transformation within the social sciences.

Based on the previous discussion, cybersecurity policy can be understood as a
multidimensional governance construct shaped by institutional, technological, legal, behavioral, and
geopolitical factors. Prior studies have proposed various defining dimensions that determine the
effectiveness and orientation of cybersecurity policy implementation. A synthesis of these defining
factors is presented in Table 1.

Table 1. Defining Factors That Determine Cybersecurity Policy

No Defining Factors That Determine Cybersecurity Policy References

1 Cybersecurity policies include comprehensive regulation, data and network protection,  (Mishra etal.,, 2022)
privacy assurance, cybercrime countermeasures, and effective response capacity to
increased cyber threats.

2 Cybersecurity policies include comprehensive regulations, periodic security evaluations,  (Ribeiro etal., 2025)
proactive governance, infrastructure assessments, capacity investments, and guidelines
that are aligned with international standards.

3 Cybersecurity policies include a strong national strategy, information system protection, (Holtetal., 2023)
cyber attack prevention, strengthening security posture, and workforce development
through education and career incentives.

4 Cybersecurity policies include clarity of roles and responsibilities, incident response plans, (Alhumud et al,,
access controls, data protection, and efforts to maintain the integrity and confidentiality of 2023)
digital assets.

5 Cybersecurity policies include a regulatory framework that ensures data confidentiality, = (Okigui et al., 2024)
integrity, and availability, stakeholder collaboration, privacy protection, and
organizational implementation and compliance.

6 Cybersecurity policies include proactive measures to deal with technological change, a (Charlet & King,
comprehensive understanding of system and data protection, adaptive governance, and 2020)
innovative strategies against digital threats.

7 Cybersecurity policies include regulatory sovereignty and control, reducing dependence (Farrand etal., 2024)
on external technologies, strengthening supply chains, and integrating security, economic,
and geopolitical considerations.
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8 Cybersecurity policies include legal mechanisms and cost incentives, user-based (Wangetal., 2020)
prevention, collaboration between stakeholders, and the management of interdependent
risks and evolving digital vulnerabilities.

9 Cybersecurity policy includes a comprehensive legal framework, strategic action plans, the (Napetvaridze &
establishment of specialized agencies, and adaptive responses to cyber threats to maintain Chochia, 2019)
national security.

10 Cybersecurity policies include internal-external security integration, cross-sector (Sterlinietal., 2020)
collaboration, preventive and proactive approaches, and solidarity-based preparedness,
detection, response, and recovery mechanisms.

Source: Processed by Researcher 2026

METHOD

This study employed a Systematic Literature Review (SLR) combined with bibliometric
analysis to comprehensively examine the development of cybersecurity policy research within the
social sciences. The SLR approach was used to systematically identify, evaluate, and synthesize
relevant studies, while bibliometric analysis was utilized to map publication trends, intellectual
structures, collaboration patterns, and thematic developments within the research field (Barrington
et al,, 2024; Soni, 2025). Specifically, this study applied performance analysis and science mapping
approaches in bibliometric analysis. Performance analysis was conducted to identify publication
productivity, influential authors, sources, and publication trends, whereas science mapping was used
to visualize relationships among keywords, authors, and research themes through network analysis
(Gan etal., 2022; Mering, 2017).

The bibliometric analysis was conducted using VOSviewer version 1.6.20, which enables the
visualization of co-authorship networks, keyword co-occurrence, citation relationships, and
thematic clustering within scientific publications (Al Husaeni & Nandiyanto, 2022; Malmqvist et al.,
2019). The use of bibliometric mapping is particularly relevant for identifying the intellectual
structure and research dynamics of cybersecurity policy studies in the social sciences.

This study adopted the PRISMA framework to ensure transparency, systematic procedures,
and reproducibility in article identification and selection processes (Barrington et al., 2024; Soni,
2025). The PRISMA stages consisted of identification, screening, eligibility assessment, and inclusion.
During the identification stage, articles were retrieved from the Scopus database on March 17, 2026.
Scopus was selected as the primary database because it provides broad multidisciplinary coverage,
high-quality indexed publications, standardized metadata, and strong compatibility with
bibliometric software compared to several alternative databases such as Web of Science or
Dimensions (Al Husaeni & Nandiyanto, 2022; Gan et al., 2022). In addition, Scopus is widely
recognized in bibliometric studies due to its consistency in citation indexing and metadata export
features.

The search strategy was designed using Boolean operators to improve transparency and
reproducibility in the literature retrieval process. The search query applied in the Scopus database
was:

TITLE-ABS-KEY (“cybersecurity policy” OR “cyber governance” OR “digital security policy”
OR “cyber regulation”)

The keyword “cybersecurity policy” was selected as the primary search focus because it
directly represents governance and policy dimensions within cybersecurity discussions. However,
several related terms such as “cyber governance,” “digital security policy,” and “cyber regulation”
were also included to broaden search coverage and minimize the exclusion of conceptually relevant
studies. The search was limited to publications within the Social Sciences subject area to maintain
consistency with the focus of this study.

The publication period was restricted to 2015-2026 because significant developments in
cybersecurity governance, digital transformation, and global cyber policy discussions accelerated
after 2015, particularly following the rapid expansion of digital public services, increasing
cybercrime incidents, and the growing international emphasis on digital governance frameworks
(Carrapico & Farrand, 2020; Mishra et al.,, 2022). Therefore, the selected period was considered
appropriate for capturing contemporary developments in cybersecurity policy research.
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The inclusion criteria applied in this study consisted of: (1) articles focusing on cybersecurity
policy-related discussions, (2) publications categorized within the Social Sciences subject area, (3)
English-language publications, (4) open access publications, and (5) publications indexed in Scopus
until March 17,2026. The open access criterion was applied to ensure full accessibility, transparency,
and consistency during the article evaluation and metadata verification processes. Although this
criterion may reduce broader publication coverage, it supports data completeness and
reproducibility in bibliometric analysis.

To ensure transparency and reproducibility in the article selection process, this study
systematically documented each PRISMA stage, including identification, screening, eligibility
assessment, and final inclusion. The detailed flow of the article selection process is presented in
Figure 1.

Article search via Scopus
database: March 17, 2026

Search articles from the
Scopus database with the
article title, abstracts, and
keywords: “cybersecurity

policy” (n =582)

}

Record screened: open

access, type in English, .| Record excluded (n = 512)
subject area “Social "

Sciences” (n = 70)

l

Articles included in the
review (n = 70)

Identification

Screening

Included

Figure 1. Systematic Literature Review information flow using PRISMA charts

Based on the PRISMA process illustrated in Figure 1, the initial search in the Scopus database
produced 582 publications related to cybersecurity policy studies. During the screening stage,
records were filtered based on open access status, English-language publication type, and relevance
to the Social Sciences subject area. As a result, 512 records were excluded for not meeting the
inclusion criteria, leaving 70 articles eligible for further analysis. The remaining publications
subsequently underwent eligibility assessment through abstract examination, keyword relevance
checking, and thematic evaluation to ensure alignment with cybersecurity policy discussions within
the social sciences perspective. Consequently, a total of 70 articles were included as the final dataset
in this study.

Metadata cleansing and standardization processes were conducted before bibliometric
visualization to ensure consistency and accuracy in the dataset. Duplicate records, inconsistent
author naming formats, institutional affiliation variations, and keyword inconsistencies were
manually reviewed and standardized to reduce mapping bias and improve analytical reliability (Al
Husaeni & Nandiyanto, 2022). This process is important in bibliometric studies to ensure more
accurate visualization of collaboration networks, citation structures, and thematic clusters.

To strengthen validity and reliability, the article selection and screening processes were
conducted through repeated cross-checking of metadata, abstracts, keywords, and thematic
relevance. In addition, the inclusion and exclusion criteria were consistently applied throughout the
screening process to minimize selection bias and maintain data reliability. A quality assessment stage
was also conducted by evaluating article relevance, thematic consistency, journal indexing quality,
and alignment with the objectives of the study, ensuring that article selection was not based solely
on administrative criteria.

The analytical procedures in this study were aligned with each research question. RQ1 was
addressed through publication trend analysis and keyword development mapping to evaluate the
sustainability and future relevance of cybersecurity policy studies in the social sciences. RQ2 was
analyzed through co-occurrence analysis, thematic clustering, citation mapping, and collaboration
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network visualization to identify the distribution and intellectual structure of research
investigations. Meanwhile, RQ3 was addressed through interpretative synthesis of the literature
findings to identify theoretical implications, governance perspectives, and practical policy directions
emerging from cybersecurity policy studies.

RESULTS AND DISCUSSION

RQ1: Is the exploration of cybersecurity policy a subject that has potential significance for
future social science research?

To understand the development trend of cybersecurity policy research over time, Figure 2
presents the annual distribution of publications indexed in the Scopus database during the 2015-
2026 period.

Documents by year

Documents
@

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025 2026

Year
Figure 2. Number of Cybersecurity Policy Research per Year
Source: Scopus Database

The publication trend presented in Figure 2 indicates a substantial increase in academic
attention toward cybersecurity policy studies over the last decade. Although publications remained
relatively limited during the 2015-2019 period, research productivity increased significantly after
2020, suggesting that cybersecurity policy has become an increasingly important research agenda
within contemporary social science scholarship. This growth coincided with the acceleration of
digital transformation, increasing cyber threats, and the expansion of digital governance discussions
during and after the COVID-19 period (Andreasson et al., 2020; Carrapico & Farrand, 2020; Wang et
al., 2020).

The increasing trend also reflects a shift in how cybersecurity is understood within academic
discussions. Earlier studies tended to emphasize technical protection and cyber defense mechanisms,
whereas more recent publications increasingly position cybersecurity policy as a governance,
institutional, and socio-political issue (Fuster & Jasmontaite, 2020; Verhelst & Wouters, 2020).
Discussions regarding regulation, digital sovereignty, institutional resilience, and multi-stakeholder
collaboration became more prominent after 2020, indicating the growing integration of
cybersecurity issues into broader public policy and governance debates.

Compared to previous bibliometric studies that generally focused on technical cybersecurity
themes or information systems research (Barcellos-Paula et al, 2025; Lang, 2025), this study
specifically highlights the growing relevance of cybersecurity policy from a social science
perspective. The findings therefore suggest that cybersecurity policy research is no longer
peripheral, but is increasingly positioned as an interdisciplinary governance issue with long-term
relevance for digital society, institutional adaptation, and public policy development. These findings
directly address RQ1 by demonstrating the sustained growth and strategic significance of
cybersecurity policy research in contemporary academic discourse.

RQ2: How is the current allocation of research investigations related to cybersecurity policy
in the study of social sciences?

To examine the global distribution of cybersecurity policy research, Figure 3 presents the
number of publications contributed by the top 10 countries or regions identified in the dataset.
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Documents by country or territory

Compare the document counts for up to 15 countries/territories

United stotes |
United Kingdom |
Netherlonds |
austrolia
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Norwcy
South vz
vkraine - I
Portugel
sauci Arabia
0 1 2 3 4 5 & 7 8 9 10

Documents

Figure 3. Number of publications by country/region (top 10 countries)
Source: Scopus database

The distribution of publications across countries demonstrates that cybersecurity policy
research has developed through highly interconnected and multidisciplinary academic networks.
Figure 3 shows that the United States and the United Kingdom remain dominant contributors,
followed by several European countries such as the Netherlands and Poland.

The dominance of the United States and the United Kingdom can be interpreted through
several structural and institutional factors. Both countries possess strong research infrastructures,
advanced digital governance systems, extensive cybersecurity funding mechanisms, and long-
standing geopolitical interests in cyber governance and digital security. In addition, their dominance
reflects the concentration of influential academic institutions, international research collaborations,
and policy-oriented cybersecurity initiatives. Previous studies similarly indicate that countries with
stronger digital state capacity and institutional maturity tend to produce more extensive
cybersecurity governance research (Farrand et al., 2024; Mishra et al., 2022).

At the same time, the presence of countries such as South Africa, Saudi Arabia, and Ukraine
indicates that cybersecurity policy concerns are increasingly expanding beyond traditionally
dominant Western countries. However, the unequal distribution of publications also reveals
continuing disparities in research capacity between developed and developing countries. Many
developing countries still face institutional limitations, resource constraints, and uneven digital
infrastructure, which may affect their contribution to cybersecurity policy scholarship (Imran et al.,
2024; Malatji etal., 2021). This finding suggests that future research should provide greater attention
to contextual cybersecurity governance challenges in developing regions.

To further analyze international collaboration patterns among countries, Figure 4 visualizes
the country network relationships generated through VOSviewer analysis.

soutty@gfrica
ausfgalia saudi@rabia
united_ﬂpgdom unitédstates

paland

uk@@ine t

o nomway 23
italy

nethgglands
switzerland
A vosviewer

Figure 4. Country Network Visualization
Source: Output from VOSviewer Software
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The visualization indicates that the United States functions as a central collaboration hub
connected to multiple countries, reflecting its strategic role in shaping global cybersecurity
governance discussions. Meanwhile, European countries demonstrate relatively dense collaborative
patterns, suggesting the importance of regional governance frameworks and policy coordination in
cybersecurity studies. Rather than merely indicating publication relationships, these findings
illustrate how cybersecurity governance increasingly operates through transnational policy
networks, institutional partnerships, and collaborative knowledge production.

To identify institutional contributions to cybersecurity policy research, Figure 5 presents the
top affiliated institutions based on publication productivity.

Documents by affiliation

Compare the document counts for up to 15 affiliations.

University of Nerthumbria

Newcastle University

Universiteit Leiden

University of Johannesburg

Norges Teknisk-Naturvitenskapelige Un...
Universidade do Minho

Universidade de Coimbra

University of Maryland, Baltimore Coun...

War Studies University

Academies Australasia Polytechnic
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Documents

Figure 5. Documents By Affiliate (Top 10 Affiliates)
Source: Scopus Database

Although institutions from the United Kingdom and the Netherlands demonstrate relatively
strong productivity, the broader distribution of affiliations across multiple countries indicates that
cybersecurity policy studies are not concentrated within a single academic region. This pattern
reflects the multidimensional character of cybersecurity governance, which intersects with public
policy, international relations, law, digital governance, criminology, and information systems
research.

To understand the disciplinary spread and publication concentration of cybersecurity policy
studies, Figure 6 presents the distribution of publications across major journal sources.
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The dominance of journals such as IEEE Security and Privacy, Journal of Cybersecurity,
Government Information Quarterly, and Computers and Security indicates that cybersecurity policy
discussions increasingly bridge technical, governance, legal, and socio-political perspectives. This
finding strengthens the argument that cybersecurity policy has evolved into an interdisciplinary
research domain requiring collaboration across multiple academic traditions.

To identify the dominant forms of scientific publication used in cybersecurity policy research,
Figure 7 presents the distribution of publication types within the dataset.

Documents by type

Editorial (1.4%) \

Book (1.4%)

Review (2.9%) — 2@

Note (2.9%) ~

Conference Pape... (4.3%) e

Book Chapter (8.6%) -
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Figure 7. Documents by Type
Source: Scopus Database

The dominance of journal publications indicates that cybersecurity policy research continues
to rely heavily on empirical investigation, theoretical discussion, and evidence-based policy analysis.
This pattern also reflects the increasing academic institutionalization of cybersecurity policy
discussions within contemporary scholarly communication.

Overall, the bibliometric findings reveal that cybersecurity policy research is increasingly
shaped by interactions among governance structures, institutional capacity, international
collaboration, and socio-political dynamics. These findings contribute theoretically by positioning
cybersecurity policy not merely as a technical security issue, but as a multidimensional governance
construct closely related to institutional adaptation, digital state capacity, and transnational policy
coordination. In addition, this study offers novelty by integrating bibliometric mapping with social
governance perspectives to identify the relationship between cybersecurity policy determinants and
broader social variables, including institutional resilience, organizational capacity, collaboration
networks, and governance legitimacy.

However, this study also has several limitations. The exclusive use of the Scopus database and
open-access publications may limit the overall coverage of relevant literature, particularly studies
indexed in alternative databases or non-open-access sources. Therefore, future studies are
encouraged to expand database coverage, include multilingual publications, and incorporate
comparative regional perspectives to strengthen the comprehensiveness of cybersecurity policy
research.

RQ3: What are the theoretical and practical implications from the perspective of
cybersecurity policy research in the field of social sciences in the future?

To explore the theoretical and practical implications of cybersecurity policy research, this
study conducted a bibliometric co-occurrence analysis using VOSviewer based on metadata
extracted from 70 selected publications indexed in the Scopus database. This analysis was intended
to identify dominant themes, conceptual relationships, and emerging patterns within cybersecurity
policy studies. In addition to mapping research trends, the bibliometric findings also provide insights
into the conceptual development of cybersecurity policy as a governance and socio-political issue.
These findings are expected to contribute both theoretically and practically by supporting the
development of adaptive, collaborative, and evidence-based cybersecurity governance frameworks.
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To identify the conceptual relationships among keywords frequently appearing together in the
literature, Figure 8 presents the co-occurrence network visualization generated through VOSviewer
analysis.
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Figure 8. Co-occurrence Framework and Key Terms Representation
Source: VOSviewer software output

The co-occurrence analysis shows that “cybersecurity” acts as the central node connecting
multiple thematic clusters, including governance, public policy, cyber-attacks, law, resilience, and
data security. The visualization indicates that cybersecurity policy research has increasingly
developed beyond technical protection issues and expanded into governance, institutional, and
socio-political dimensions. The co-occurrence analysis revealed several thematic clusters
representing different areas of cybersecurity policy research. The dominant clusters were associated
with regulatory governance and public policy, cyber threats and cybercrime, organizational
resilience and institutional capacity, digital transformation, and collaborative governance. Each
cluster reflects a distinct yet interconnected dimension of cybersecurity policy, illustrating how the
field has evolved beyond technical security concerns toward broader governance, institutional, and
socio-political discussions. A more detailed examination of the cluster composition indicates that
governance- and policy-related themes occupy central positions within the network, while resilience,
collaboration, and digital transformation emerge as complementary areas that shape the broader
cybersecurity policy landscape.

The analysis also demonstrates that discussions regarding cybersecurity are closely associated
with public policy, institutional coordination, and legal adaptation. This finding supports previous
studies emphasizing that cybersecurity policy is not merely a technological issue, but also a
governance challenge shaped by institutional structures, political priorities, and social adaptation
processes (Fuster & Jasmontaite, 2020; Veale & Brown, 2020). Compared with previous bibliometric
studies that mainly focused on technical cybersecurity domains (Barcellos-Paula et al., 2025; Lang,
2025), this study highlights the stronger integration of governance, law, and social resilience
dimensions within cybersecurity policy discussions. To complement the visualization results, Table
2 presents the keywords with the highest total link strength identified through the co-occurrence
analysis.

Table 2. Keyword by Authors

Rank Keyword Total link strength
1 Cybersecurity 268
2 Cyber security 191
3 Network security 67
4 Cyber-attacks 65
5 Cybersecurity policies 60
6 Law 56
7 Policy 54
8 Crime 52
9 Public policy 51

10 Governance 49

Source: VOSviewer software output

The keyword analysis confirms that cybersecurity research remains strongly connected to
governance and regulatory discussions. Keywords such as “law,” “policy,” “public policy,” and

» o«

234 | Smart Society : Community Service and Empowerment Journal



Smart Society : Community Service and Empowerment Journal

Tri P et al. | Cybersecurity Policy Research in the...

“governance” indicate that the field increasingly emphasizes institutional arrangements and policy
responses rather than purely technical mitigation strategies. At the same time, the coexistence of
terms such as “crime,” “cyber-attacks,” and “network security” reflects the continuing influence of
security threat narratives in shaping cybersecurity policymaking.

Although research productivity has increased significantly since 2020, the findings reveal that
scholarly contributions remain concentrated in developed countries, particularly the United States
and the United Kingdom. This dominance is closely related to their stronger institutional capacity,
advanced digital infrastructure, larger research funding allocation, and strategic geopolitical
interests in cybersecurity governance. These countries also possess more mature digital governance
systems and stronger collaboration between governments, universities, and private technology
sectors. Consequently, they are better positioned to produce influential cybersecurity policy research
and shape international cybersecurity discourse.

In contrast, developing countries remain underrepresented despite experiencing growing
cybersecurity threats and digital vulnerabilities. Limited institutional capacity, insufficient
cybersecurity infrastructure, unequal access to digital resources, and weak regulatory
implementation contribute to this imbalance. This finding suggests that future research should place
greater emphasis on comparative and contextual studies from developing regions to ensure more
inclusive and globally representative cybersecurity policy frameworks.

The bibliometric findings also reveal several important research gaps. Existing studies are still
largely dominated by discussions on regulation, governance, and national security. This tendency is
evident from the bibliometric findings, where governance-related keywords such as “cybersecurity,”
“law,” “policy,” “public policy,” and “governance” exhibit relatively high total link strength and occupy
central positions within the co-occurrence network. By contrast, themes related to public trust,
digital inequality, organizational behavior, policy implementation effectiveness, and community
resilience were either absent from the most influential keywords or appeared only marginally within
the thematic clusters. These findings indicate that the current literature places greater emphasis on
governance and regulatory dimensions, while socio-empirical aspects of cybersecurity policy remain
comparatively underexplored and warrant further scholarly attention. This indicates that future
cybersecurity policy research should increasingly integrate social science perspectives to better
understand the human and institutional dimensions of cybersecurity governance.

The conceptual model presented in Figures 9 and 10 was developed through thematic
synthesis derived from co-occurrence analysis, keyword clustering, and critical interpretation of the
reviewed literature. The grouping process identified recurring relationships among governance,
regulation, institutional capacity, collaboration, resilience, and social adaptation variables, which
were then synthesized into broader conceptual dimensions. Therefore, the model does not merely
represent a descriptive visualization, but reflects an integrated theoretical interpretation of
dominant patterns found across the reviewed studies.

To summarize the conceptual relationships identified from the literature synthesis, Figure 9
presents the five main factors that determine cybersecurity policy development.

» o«

Comprehensive
Regulatory and
Legal Framework

Figure 9. Key Factors That Determine Cybersecurity Policy
Source: Processed by Researcher 2026
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Figure 9 presents a conceptual model derived from the thematic synthesis of findings obtained
through bibliometric analysis and literature review. Specifically, the model was developed by
examining keyword co-occurrence patterns, thematic clusters, and recurring concepts identified
across the reviewed studies. Concepts that frequently appeared together and reflected similar
governance-related concerns were grouped into broader categories through an interpretative
synthesis process. This procedure resulted in five interrelated dimensions: (1) comprehensive
regulatory and legal frameworks, (2) proactive governance and institutional capacity, (3) risk
management and system resilience, (4) cross-stakeholder collaboration, and (5) capacity building
and technological adaptation. Therefore, the model should be interpreted as a conceptual
representation of dominant themes within the literature rather than as an empirically validated
framework. These dimensions collectively illustrate that cybersecurity policy effectiveness depends
not only on formal regulation, but also on institutional readiness, public participation, and adaptive
governance mechanisms.

First, comprehensive legal and regulatory frameworks function as the primary foundation for
cybersecurity governance. Studies emphasize the importance of national cybersecurity strategies,
sectoral regulations, accountability mechanisms, and legal harmonization with international
standards to maintain digital stability and governance certainty (Fuster & Jasmontaite, 2020;
Napetvaridze & Chochia, 2019). In many countries, cybersecurity policies are increasingly integrated
into broader national security and digital sovereignty agendas (Farrand et al., 2024). Second,
governance and institutional capacity determine the ability of governments and organizations to
coordinate cybersecurity responses effectively. Institutional fragmentation, unclear authority
distribution, and weak policy enforcement frequently reduce policy effectiveness, particularly in
developing countries (Farooqui et al., 2025; Wadesango & Maveneka, 2025). Conversely, adaptive
governance structures and strong institutional coordination improve crisis response capacity and
policy implementation (Kianpour & Frantz, 2024; Malatji et al., 2021). Third, risk management and
resilience are central dimensions in cybersecurity policymaking. The literature highlights the
importance of vulnerability assessments, incident response mechanisms, critical infrastructure
protection, and adaptive resilience strategies against evolving cyber threats (Kelemen, 2023;
Shkolnyk et al., 2025). Cybersecurity policies increasingly focus on anticipating systemic disruptions
that may affect economic and political stability. Fourth, cross-stakeholder collaboration reflects the
transnational nature of cybersecurity challenges. Public-private partnerships, regional cooperation,
academic involvement, and international coordination are widely recognized as essential
components for strengthening cyber resilience (Baezner, 2020; Kaponig, 2020). This finding
reinforces governance theory perspectives emphasizing collaborative governance and network-
based policymaking. Fifth, capacity building and technological adaptation highlight the importance
of cybersecurity awareness, digital literacy, workforce development, and continuous technological
adjustment. Several studies indicate that cybersecurity policies are less effective when human
resource capacity and organizational awareness remain low (Norris et al.,, 2018; Saeed, 2023).
Therefore, cybersecurity governance requires long-term investments in education, institutional
learning, and digital competency development.

The five determinants identified in this study contribute theoretically to the development of
cybersecurity policy studies by demonstrating that cybersecurity governance operates as a
multidimensional socio-political system rather than solely a technical regulatory framework. These
findings strengthen governance and institutionalism perspectives by emphasizing the interaction
between regulation, institutional coordination, social participation, and adaptive state capacity in
responding to digital threats.

The literature synthesis further indicates that cybersecurity policy significantly influences
broader social, political, and economic variables. To illustrate these relationships, Figure 10 presents
the main social variables affected by cybersecurity policy.
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Figure 10. Social Variables Influenced by Cybersecurity Policy
Source: Processed by Researcher 2026

Figure 10 presents a conceptual representation of the major social dimensions that are
frequently associated with cybersecurity policy in the reviewed literature. Based on the thematic
synthesis and bibliometric findings, the literature consistently highlights five interconnected
dimensions: (1) national security and political stability, (2) governance and institutional quality, (3)
social behavior and public awareness, (4) economic resilience and development, and (5)
collaboration and international relations. The relationships illustrated in the figure are conceptual in
nature and reflect patterns identified across the reviewed studies rather than empirically tested
causal relationships.

First, cybersecurity policy directly influences national security and political stability. Strong
cybersecurity governance enhances national resilience against cyber warfare, disinformation
campaigns, and geopolitical threats (Antonio, 2024; Gorka, 2022). Conversely, weak cybersecurity
systems increase vulnerabilities that may disrupt democratic institutions and policymaking
processes (Carrapico & Farrand, 2020). Second, cybersecurity policy affects governance quality and
institutional effectiveness. Effective cybersecurity governance improves institutional coordination,
accountability, and administrative integration, while weak implementation increases operational
and regulatory risks (Farooqui et al., 2025; Malatji et al., 2021). Third, cybersecurity policy shapes
public behavior and social awareness. Security policies influence organizational culture, employee
compliance, digital literacy, and public perceptions regarding digital risks (Saeed, 2023). Public
support for cybersecurity regulation is also strongly influenced by perceived threat severity and trust
in government institutions (Snider et al., 2021). Fourth, cybersecurity policy contributes to economic
resilience and sustainable development. Cybercrime and digital attacks create substantial economic
losses and threaten critical infrastructure stability (He, 2024; Ruvin et al, 2020). Effective
cybersecurity policies therefore function as instruments for protecting digital economies,
strengthening market confidence, and supporting sustainable digital transformation. Fifth,
cybersecurity policy influences patterns of international cooperation and global governance.
Cybersecurity challenges increasingly require regional coordination, diplomatic engagement, and
collaborative governance mechanisms among states and institutions (Baezner, 2020; Gao, 2024).
This demonstrates that cybersecurity governance has evolved into an important component of
international political relations and digital sovereignty strategies.

Overall, the findings confirm that cybersecurity policy represents a multidimensional socio-
political phenomenon that shapes governance structures, institutional behavior, public trust,
economic resilience, and international cooperation within the digital era. The bibliometric patterns
demonstrate that cybersecurity governance cannot be adequately understood solely through
technical or technological approaches, but instead requires broader integration with governance
theory, institutionalism, public policy analysis, and socio-political perspectives. The dominance of
themes related to governance, regulation, institutional coordination, and public policy further
indicates that cybersecurity has evolved into a strategic governance issue rather than merely a
technical security concern.
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LIMITATION

This study has several limitations that should be acknowledged. First, the analysis relied solely
on the Scopus database, which may have excluded relevant studies indexed in other databases such
as Web of Science, Dimensions, or Google Scholar. Second, the study only included open-access
publications written in English, potentially limiting the representation of non-English and
subscription-based research. Third, the focus on the Social Sciences subject area may not fully
capture the interdisciplinary nature of cybersecurity policy research, particularly contributions
originating from computer science, law, and engineering disciplines.

In addition, the bibliometric analysis was primarily based on publication metadata and
VOSviewer mapping. Although this approach is effective for identifying publication trends, thematic
structures, and collaboration patterns, it does not provide an in-depth qualitative evaluation of the
theoretical and methodological rigor of each study. Furthermore, the dataset only included
publications available until March 17, 2026, meaning that more recent developments and emerging
issues in cybersecurity policy were not captured in this analysis. Future studies are therefore
encouraged to integrate multiple databases, apply comparative cross-regional approaches, and
develop empirical or mixed-method models to better examine the determinants, implementation,
and impacts of cybersecurity policies within evolving digital governance environments.

CONCLUSION

This study demonstrates, based on a systematic literature review and bibliometric analysis,
that cybersecurity policy has increasingly been discussed as a multidimensional governance issue
extending beyond technical protection and digital security mechanisms. The reviewed literature
indicates that contemporary cybersecurity policy research increasingly emphasizes governance
structures, institutional coordination, legal frameworks, public policy, social resilience, and
international collaboration. The observed growth in publications after 2020 further suggests that
cybersecurity policy has become an increasingly important research agenda within contemporary
social science scholarship.

The literature synthesis and bibliometric findings identified five interrelated determinants
frequently highlighted in cybersecurity policy studies, namely: (1) regulatory and legal frameworks,
(2) governance and institutional capacity, (3) risk management and resilience, (4) cross-stakeholder
collaboration, and (5) capacity building and technological adaptation. These determinants were
synthesized into a conceptual governance model that illustrates how the reviewed literature
conceptualizes cybersecurity policy as a socio-political and institutional system. In addition, the
reviewed studies consistently associate cybersecurity policy with broader social dimensions,
including institutional quality, public trust, political stability, economic resilience, social awareness,
and international cooperation.

Theoretically, this study contributes to the development of cybersecurity policy research by
strengthening governance theory, institutionalism, and digital governance perspectives within
cybersecurity studies. The literature consistently highlights institutional readiness, collaborative
governance mechanisms, and socio-political adaptation as important elements of cybersecurity
governance alongside technological capacity. Furthermore, the integration of bibliometric mapping
with governance-oriented literature synthesis provides a broader conceptual understanding of
cybersecurity policy within contemporary digital society.

From a practical perspective, the findings suggest that policymakers, public institutions, and
digital governance actors should consider not only technological infrastructure but also institutional
strengthening, regulatory coordination, cybersecurity literacy, and long-term governance capacity
development. The reviewed literature also highlights the importance of inclusive and collaborative
cybersecurity governance, particularly in contexts where institutional capacity, digital
infrastructure, and resource availability remain uneven. These observations are derived from
recurring patterns identified across the reviewed studies rather than from a direct evaluation of
specific countries. Strengthening adaptive governance frameworks and international collaboration
is therefore frequently emphasized in the literature as an important consideration for supporting
sustainable digital transformation and enhancing resilience to evolving cyber threats.
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