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Universities

data that are of interest to malicious actors. Thus, they are vulnerable to cyber-
attacks, making their protection a significant issue. While technology continues
to improve, educational system infrastructures and system security lag behind.
However, to ensure the continuous availability of university digital assets, the
infrastructure must be prepared to withstand cyber-attacks. The results of
research indicate that several models exist for evaluating the readiness of
universities for cybersecurity. These models have been established for developed
nations with more sophisticated and mature cyber networks and may not be
directly applicable to developing economies like Nigeria. Therefore, the Design
Science Research strategy was adapted to develop a framework for assessing
cybersecurity readiness in Nigerian universities. Taking into account pre-event,
event management, and post-event factors, the concept of Cybersecurity
Readiness Tiers (CRT) was developed to compare the cybersecurity readiness of
universities. The Cybersecurity Readiness Framework was evaluated using data
collected from candidate universities sampled for this study; Principal
Component Analysis was carried out on the dataset to reduce the dimension. The
Cybersecurity Readiness Index (CRI) scores, along with their respective
distributions, indicate that 14 (65%) of the twenty universities fall in T1, while 6
(35%) fall in T2. The grouping was based on their overall cybersecurity
readiness, as computed using the mathematical equations of the framework.
Thus, it implies universities in T2 have a high level of readiness to resist
cybersecurity incidents, while universities in T1 are at a very low level of
readiness due to the weak and inconsistent cybersecurity controls implemented.
This study suggests that these universities have gaps in event management and
post-event capabilities that require attention. Therefore, a holistic web-based
Cybersecurity Assessment tool that will incorporate all security and privacy
regulations and best practices can be considered for future studies.
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Cybersecurity Readiness for Nigerian Universities. International Journal of Applied Mathematics, Sciences, and
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INTRODUCTION

Background

Cyberspace rapidly became a global phenomenon in the twenty-first century, where personal,
professional, and corporate lives are increasingly intertwined (Garba & Bade, 2021). Cyberspace
refers to the electronic world created by interconnected networks of information technology and the
information on those networks; sometimes, the term "cyber" is not only used to refer to technology
but also a political idea that is embedded in numerous technologies (Badamasi & Utulu, 2021).
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However, in the education sector, teachers and students make use of the ever-expanding resources
available over the internet by creating a diverse learning experience that caters to many teaching and
learning styles. Any information sent via the internet carries the risk of being compromised without
the sender's knowledge, due to the ongoing development of cybersecurity as the computer age
progresses (Demirkan et al, 2020; Kulugh et al., 2022).

Due to the ongoing digital revolutions, universities are increasingly becoming targets of
malicious cyber activities. This vulnerability arises from the vast amounts of information and
accumulated knowledge they possess, making them attractive to threat actors. These attackers often
seek to exploit research findings, financial data, and computing resources. According to Aliyu et al.
(2020), universities are among the riskiest environments for individuals to disclose sensitive
information. The claim is in conformity with recent cybercrime incidents that occur in Nigerian
universities (Badamasi & Utulu, 2021) reaffirming that universities in Nigeria are not well-prepared
to defend against or recover from cyber-attacks. However, to effectively manage cybersecurity
incidents, it is essential to plan for cybersecurity risks, which involves implementing adequate
measures to prevent cyberattacks and mitigate their effects if they occur (Eaton et al., 2019).
Cybersecurity is an essential component of a network infrastructure's efficient operation, which has
been integrated with information and communications technology (Makridis & Smeets, 2018).

Consequently, a significant security risk and vulnerability are considered to have restricted the
growth and acceptability of the digital revolution in Nigerian universities. Therefore, how the
transitions towards a digital system will affect the cybersecurity of an institution should be
considered prior to the adoption of any new technology. Although determining the level of
cybersecurity preparation, resilience, and contingency is the goal of cyber-attack readiness (Alsmadi
et al., 2022). Cybersecurity readiness refers to the ability to identify, detect, prevent, and respond
effectively to cyber threats and incidents. It measures how well-maintained vital institution
infrastructure and operations can be in the event of a cyber-attack. Bahuguna et al. (2020) notes that
security assessments provide institutions with a comprehensive understanding of the attitudes,
behaviors, and potential threats that may impact their cyber assets. To examine the current state of
cybersecurity readiness in Nigerian universities, this study developed a cybersecurity readiness
framework by analyzing pre-attack activities, event management, and post-attack activities to
iteratively assess the information and communication technology (ICT) infrastructure and
operational best practices within the university system (Nehrey et al.,, 2022; Rupra & Omamo, 2020).

Developing nations face numerous challenges in protecting their physical hardware, software
infrastructure, and internet-hosted data from cyber-attacks. While computers and the internet are
essential tools for students' and teachers’ daily interactions, they are also preferred targets that
attackers increasingly use against them. The cybersecurity risks associated with digital assets in
Nigerian universities have been significantly impacted by factors such as data security, data privacy,
and a lack of cybersecurity awareness (Georgiadou et al., 2022a; Georgiadou et al., 2022b). Many
organisations have attempted to protect their information using technological approaches, such as
Intrusion Detection Systems (IDS), Intrusion Prevention Systems (IPS), and Security Information and
Event Management (SIEM). Consequently, security breaches occur as a result of the new
development of either hardware or software. This new device results in new vulnerabilities (Hasan
etal., 2021; Sharma & Venkatraman, 2023).

In terms of Nigeria's institutional cybersecurity challenges, the top 5 areas for 2016 were:
awareness and training, ongoing monitoring and log analysis, vulnerability management and
patching, ongoing risk assessment and management, managed service, and independent review
(Beuran et al., 2023; Khan et al., 2021). Therefore, there is a need for universities to have in place a
framework that measures their cybersecurity posture to continuously protect their assets as
technology and information security evolves, and a thorough examination of cybersecurity readiness
is essential in order to swiftly and effectively launch a successful digital transition plan (Kusmiarto
et al., 2021). However, research on cybersecurity readiness and solutions in universities is
particularly minimal. Thus, this study proposes addressing this gap by having a tool that universities
can use to measure their cybersecurity readiness and compliance levels to adopt new technology
with minimal cybersecurity risk. Based on this background, several issues have arisen, including:

a)  Whatare the cybersecurity metrics that can be used to evaluate the cybersecurity readiness of

Nigerian universities?
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b) How can an appropriate cybersecurity readiness framework be developed for Nigerian
Universities?
c) How can the framework for cybersecurity readiness be validated?

NIST Cybersecurity Framework

In an era marked by rapid technological progress and an ever-expanding digital landscape,
businesses face an unprecedented level of cyber threats. To counter these evolving and complex
attacks, a robust cybersecurity resilience framework has become essential (Too et al., 2022). Today's
businesses operate within an increasingly interconnected landscape, making them vulnerable to
various cyber threats that can compromise data integrity, disrupt operations, and damage their
reputation. Thus, establishing a comprehensive cybersecurity resilience framework is crucial for
fortifying defenses and ensuring business continuity (Foomin et al., 2008; Ilori et al., 2024).

To examine ways to enhance security and ensure that the organization’s sensitive data, assets,
and other resources are properly protected. The framework's five concurrent and continuous core
functions—Identify, Protect, Detect, Respond, and Recover — are a risk-based method for managing
cybersecurity risk (NISTCSF 2.0) as illustrated in figure 1. These functions provide a comprehensive
and strategic view of an organization's lifecycle management of cybersecurity risks when considered
collectively and embedded with a governance framework (NIST, 2018). Functions simultaneously
support govern, identify, protect, and detect, while enabling respond and recover during
cybersecurity incidents. Govern, identify, and protect, focusing on prevention and preparation, while
govern, detect, respond, and recovering, aids in incident identification and management.
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Figure 1. NIST Cybersecurity framework (NIST, 2024).

ISO/IEC27001 Standard

Two international organizations that set best practice standards for various industries globally
are the International Electrotechnical Commission (IEC) and the International Organization for
Standardization (ISO). According to Culot, et al. (2021), the JTCs of ISO and IEC collaborate in areas
of shared interest. All organisations, regardless of their form, size, or nature, are expected to comply
with the requirements outlined in ISO/IEC 27001:2013. According to Obotivere and Nwaezeigwe
(2020), threats can be derived from two primary sources: human activities and natural events.

i. Human threats are those brought about by individuals, such as malicious threats that are either
internal or external, which aim to harm or disrupt a system.
ii. Natural threats, such as earthquakes, hurricanes, floods, and fire, could cause severe damage

to computers.
iii. ~ Systems and nobody can

Deterrence Theory
Information systems researchers have utilized deterrence theory to examine compliance with
information security policy since it was first developed by criminology scholars (Soomro & Hussain,
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2019). According to Jacobs (2010), deterrence theory can be used to better comprehend the laws and
guidelines issued by national and international bodies to control and regulate business activities.
Wall et al. (2016), discusses organizational rule enforcement and sanctions using the deterrence
theory.

According to Obotivere & Nwaezeigwe (2020), vulnerability is a cybersecurity term that refers
to a fault or weakness inherent in a system that exposes information security to threats or attacks.
There are two types of vulnerabilities: hardware and software.

The Global Cybersecurity Index (GCI)

The Global Cybersecurity Index (GCI) is a reputable tool developed by the ITU that assesses a
nation's commitment to cybersecurity on a global scale, highlighting the significance and various
facets of the problem. Each nation's level of growth or engagement is evaluated along five pillars due
to the wide range of applications for cybersecurity that cut across numerous businesses and sectors:
a)  Legal Measures

b)  Technical Measures

c) Organizational Measures
d)  Capacity Development, and
e) Cooperation
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Figure 2. Cybersecurity Readiness Framework
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METHOD

Cybersecurity Maturity Measures (CMM)

Measurable cybersecurity requirements are defined by the Cybersecurity Maturity Measures
(CMM) for the purpose of quantifying readiness (Sharkov, 2020). The CMM provides baseline metrics
and indicators upon which cybersecurity readiness can be measured as shown in figure 2. Similar to
the CMRC, the CMM draws its components from NIST' framework, and ISO/IEC27001 Standards. The
CMMs are measured based on the scale of Cybersecurity Maturity Measures (CMM) defined in Table
1.

Its quantitative weights offer equal spacing between adjacent levels of the CMM and are
defined on a 4-level ratio scale between 0 and 3. This is appropriate given that the ratio scale
progresses from zero to larger weights. Zero denotes the absence of control, which is essential for
quantitative measurement, as noted by Uher (2018). The CMM is described in great details in Table
1

Table 1. Cybersecurity Maturity Measure Scale (Uher ,2018).

Weight Qualitative Descriptions

0  Notaccomplished Cybersecurity controls are completely absent.

1  Loosely Cybersecurity controls are weak and inconsistently implemented
accomplished

2 Partially Moderate cybersecurity controls are in place, but they are not consistently and
accomplished properly organized, and many or all of the necessary components are absent.

3 Largely Cybersecurity controls are structurally implemented, but some components of
accomplished are missing.

Cybersecurity Maturity Requirement Category (CMRC)

The CMRC elements are the requirements categories of the Cybersecurity Maturity Controls
(CMQ); identify, protect, detect, respond, and recover as part of CRF structures with their sub-
categories CMMs, as shown in Figures 2, 3, 4, 5, and 6 respectively.

Cybersecurity Maturity Cybersecurity Maturity
Requirements Category (CMRC) Measure (CMM)

Sub- Requirements I 1: cybersecurity

Policies and Regulations . . . .
policy, Technology integration policy

Sub- Requi ts I 2: Risk
Risk Management Strategy = eﬁiuelrrlgrf?f;izn .

Risk Assessment, Risks Mitigations,

A M Sub- Requirements / 3: Stakeholders,
—— sset Management Users, Hardware, Software, Network,
Data flows, Physical security, vendors.

Identify

. . Sub- Requirements / 4: Physical and
I Operational Environment —— environmental security, government
policy, Interdependencies, supply

: Sub- Requirements [ 5: Third Parties
Services Needs — service provider, SLA,

Figure 3 .Cybersecurity Maturity Control; Identify.
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The identify of CMC in the framework core is detailed in Figure 3. The CMRCs and CMMs of the
CMC's identity are contained inside. The CMM gives information on what is to be measured per CMRC
elements, while the CMRC provides details on the elements that measure the policies and regulations,
asset management, and operational environment. For instance, assets management can be assessed
based on the identification of hardware, software, network map, physical security, data flow, user,
etc.

Cybersecurity Maturity Cybersecurity Maturity
Requirements Category (CMRC) Measure (CMM)
— _ ~ ~—
——

Sub- Requirements P 6:

Identlty Management Users, Devices, Processes

Sub- Requirements P 6

HEgE e e Remote, Privilege, Physical

Sub- Requirements P 7:
Stakeholders & Users Training, Partners
training & collaborations.

Awareness & Training —

Protect
|

. Sub- Requirements P 8:
Data Security Data at rest and Data on transit
protection, Data CIA,

Sub- Requirements P 9: Network
Systems Security 1 protections, Malware Protection, External
device Protection

Figure 4. Cybersecurity Maturity Control; Protect.

The protect CMC in the CRF core is described in full Figure. 4. It includes the CMRC and CMM
of the protect CMC. The CMRC outlines the components that evaluate an institution's protection
capacity, while the CMM defines the specifics of the component that will be evaluated. The degree of
network availability, malware protection, and other factors, for instance, can be used to quantify
protective control.

Table 2 below shows the mapping of CMCs into the CMAMs. For instance, the Identify (I) &
Protect (P), CMCs are mapped to pre-event activities CMAMSs, the Detect (D) & Respond (R) CMCs are
mapped to event management CMAMSs, and the Recover (R) CMCs are mapped to post-event activities
CMAMs, respectively.

Table 2. Mapping of CMCs to CMAMs

Cybersecurity Maturity cybersecurity Maturity Assessment
Assessment Metrics (CMAM) Controls (CMC)
1 Pre-Event Act Identify
Protect
2 Event Management Detect
Respond
3 Post-Event Act Recover

Table 3 provides information on the three cybersecurity maturity assessment metrics that are
shown in the framework in figure 4.1, as well as their descriptions and weightings when determining
an institution's level of cybersecurity readiness. The impact of each event could vary greatly,
therefore it is unlikely that the contributing elements to these high-level measurements will be equal.
To reflect individual contributions, the event effects can be expressed as weights.

136 | International Journal of Applied Mathematics, Sciences, and Technology for National Defense



International Journal of Applied Mathematics, Sciences, and Technology for National Defense

Olugbile et al. Towards a standard framework for cybersecurity...

Table 3. Cybersecurity Maturity Assessment Metrics Weights

Weight Qualitative Descriptions
0  Notaccomplished Cybersecurity controls are completely absent.
1  Loosely accomplished Cybersecurity controls are weak and inconsistently implemented

2 Partially accomplished Moderate cybersecurity controls are in place, but they are not
consistently and properly organized, and many or all of the necessary
components are absent.

3 Largely accomplished Cybersecurity controls are structurally implemented, but some
components of are missing.

The tiers are labeled as T1 and T2, based on CRI scores of individual universities. Each value in
the range defines the maturity level of a candidate university. The research is defined in Table 4. The
table also provides a detailed interpretation of each tier.

Table 4. Cybersecurity Maturity Tiers (CMT)

Tiers Range Interpretations

T1 0.0-0.49 The institution is at a very low level of maturity for cybersecurity incidences due to the
weak and inconsistently cybersecurity controls implemented.

T2 0.50-1.00 Bestpractices in cybersecurity are fully implemented. This implies that the level of
cybersecurity readiness is very high.

Since the research on cybersecurity readiness index for university education system have not
been founded at the time of the study, to address the research question (1), this study relies on
previous literatures and theories such as Deterrence theory, ISO/IEC27001 Standard and NIST
cybersecurity framework that have been used in similar discipline, as the basic of this research. The
development of the survey items began with a review of the literature. The construct items of the
framework were developed based on existing construct items in previous research, particularly the
ISO/IEC27001 Standard and NIST cybersecurity framework, to ensure the greatest possible
reliability and validity of the items. Additionally, several new constructs were developed based on
the definitions of the framework constructs presented in this study. The appendix page presents all
constructs, along with the number of measurement items used in the study. The respondents were
asked to measure the construct items defined on a 4-level rating scale, ranging from 0 to 3 (0 = ‘Not
accomplished’, 1 = ‘Loosely accomplished’, 2 = ‘Partially accomplished’, 3 = ‘Largely accomplished’).
The respondents were also asked to provide demographic data about themselves and their
respective institutions.

The final survey was sent to approximately 20 selected IT professionals from different
universities as sampled in the study. This respondent pool was selected as the most knowledgeable
about information security in their individual institutions, since not all institutional staff are
cybersecurity experts. The survey was sent as soft copies via Google Forms and distributed by
sending invitations, which included a link to the Google form. A total of 18 responses were received,
representing 80% response rate. The online questionnaires were checked, and a well-coded
summary was provided. Principal Component Analysis (PCA) was carried out on the dataset in
reducing the dimension.

RESULTS AND DISCUSSION

Result of the Data Analysis

Data was collected through a questionnaire method from the candidates’ universities sampled
for the research to test the effectiveness of the framework. Thus, Principal Component Analysis
(PCA)-based dimensionality reduction was employed to reduce the dataset's dimension from 30
features to 10 principal components. The cumulative explained variance ratio plot indicated that the
10 principal components accounted for 95% of the variance in the data.
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Figure 5 shows the relationship between variance and number of components; the larger the
variance carried by a line, the more information it has. Figure 5 represents the 20 universities'
Cybersecurity Readiness Index (CRI) scores with their respective distribution in Cybersecurity
Maturity Tiers (CMT) as defined in Table 4.
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Figure 6 . Cybersecurity Readiness Index

The scores as indicated show that 14(65%) of the 20 universities fall in T1, with 6(35%) in T2,
respectively. The grouping was based on their overall cybersecurity readiness, as computed using
the mathematical equations of the framework. Thus, it implies that universities in T2 have a high
level of readiness to resist cybersecurity incidents, whereas universities in T1 are at a very low level
of readiness for cybersecurity incidents due to the weak and inconsistent cybersecurity controls
implemented.
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The survey shows that most universities have cybersecurity controls in place. However, these
controls are not consistently and properly organized or managed, which reduces their effectiveness
in mitigating the severity of cyber-attacks.
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Figure 7. Event management

Discussion of Findings

The design of the cybersecurity readiness framework for the Nigerian university system was
based on the identified security controls from the ISO/IEC 27001 Standard and the NIST
Cybersecurity Framework, with a focus on how security controls, policies, strategies, governance,
and stakeholders’ characteristics influence technology usage within university systems.

The cybersecurity controls and the mathematical model for cybersecurity readiness comprise
the two main components of the CRF. The computational constructs of the cybersecurity controls
were developed using a mathematical model generated from the requirement categories, and these
constructs serve as the foundation for the quantitative evaluation of a university's cybersecurity
readiness level.

The assessments of cybersecurity readiness were conducted using the methodology at 20
universities. The names of the universities were replaced with 1-letter codes for anonymity. The
assessment considered three (3) Cybersecurity Maturity Assessment Metrics, Pre-event activities,
Event Management, and Post-event activities, as well as the five (5) Cybersecurity Maturity Controls
were employed to evaluate the framework.

The scores, as indicated in Figure 7, show that 14(65%) of the twenty universities fall in T1,
with 6(35%) in T2, respectively. It can be inferred from this analysis, based on Table 4.1, that 35% of
the evaluated universities achieved a high level of readiness, indicating the implementation of
cybersecurity controls and best practices, while 65% are in the managed and defined stage of low
cybersecurity readiness.

The results also suggest that using PCA-based dimensionality reduction can be an effective
approach for reducing the dimensionality of high-dimensional datasets without significantly
compromising model performance.

CONCLUSION

There are many advantages to cybersecurity, but also a few drawbacks. Organisations that
handle sensitive information and lack cybersecurity expertise, such as those in the educational sector,
are at great danger from cyberattacks. It is beneficial to the organization's defence against
cybercrimes to hire a role to carry out cybersecurity operations. Additionally, institutions have a
responsibility to provide their staff with appropriate cybersecurity training. These assist staff
members in early attack detection, which may not be effective in defending against the attack but may
aid in limiting the loss. Even while this inadvertently teaches workers how to carry out insider attacks
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covertly, this can be mitigated by implementing constant surveillance and security measures. The
study identified further opportunities for improvement in university settings, such as inadequate
security procedures to defend against and recover from potential cyberattacks.

Users need to be made more aware that everyone is responsible for cybersecurity, not just the
ICT professionals, and that infrastructure plays a role in enhancing secure access. As a result, the vital
infrastructure of higher education institutions should place a greater priority on cybersecurity. This
is in line with the ITU's observations regarding the necessity of cybersecurity policies that take into
account the significance of cyberspace safety; support private and public partnerships; build user
awareness; empower human capital to identify cybersecurity problems; involve technical staff in the
design of solutions; and share the responsibility for having a safe and resilient cyberspace with users.

A comprehensive web-based cybersecurity assessment tool that incorporates all security and
privacy regulations and best practices should be considered in future studies.
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